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Presenter Notes
Presentation Notes
One prediction made in 2016 said that by 2022 each home would have 500 IoT devices.



Survival Tips 

Zero Trust has achieved  
Bandwagon status.  

Beware of: 
 

• Chaos Theory  
 

• Management by 
Magazine 
 

• The Fruit Loops 
Syndrome 

 
1. Open Your Eyes… 

  2. Find an OS 
        to Trust 
 

3. 



Survival Tips 

Open Your Eyes 
 to the Spies 

• The CIA, FBI, NHS, DNI,… 
• Ch!n@, Russia, Iraq, DPRK… 
• NSO  Group - Pegasus   
               Zero Touch 

  Find an OS to Trust: 
    z0S, Linux distribution,  
UNIX variant, iOS,  
Android,… 

 

 



Survival Tips 

Open Your Eyes… 
• The CIA, FBI, NHS, DNI,… 

April 18, 2022 Axios 
Report: NSO Group's spyware is everywhere 
 

 



In an exchange of public 
letters in 2019, [NSO Group] 
told Amnesty International 
and other activists that they 
would do “whatever is 
necessary” to ensure NSO’s 
weapons-grade software 
would only be used to fight 
crime and terrorism. 
But the claim, it now appears, 
was hollow. 

 
Open Your Eyes 

• NSO Group Pegasus 
(Zero Touch spyware) 
 

How NSO became the company whose software can spy on the world | Surveillance | The Guardian 

   

https://www.amnesty.org/download/Documents/DOC1004362019ENGLISH.PDF
https://www.amnesty.org/download/Documents/DOC1004362019ENGLISH.PDF
https://www.theguardian.com/news/2021/jul/23/how-nso-became-the-company-whose-software-can-spy-on-the-world


Challenge Everything 

Don’t trust vendors and consultants…  
• To be truthful about scalability limits 
• That more features are better 
• To configure with logical defaults 

 

• Ask their references for references 
• Perform load testing  
• Beware of the Elephant in the room!  

i.e. Research Solar Winds breach  
and Microsoft’s Midori project 
 

Photo by Istockphoto.com 



Beware of 
Experts 
and  
Wayward 
Billionaires 

27 years later, the mainframe is still the 
backbone of the world economy,  with large 
banks routinely handling 25,000 financial 
transactions per second.  
 

"What seems to be the perfect business plan 
or the latest technology today may soon be as 
out of date as the 8-track tape player, the 
vacuum-tube television, or the mainframe 
computer." 

Bill Gates, The Road Ahead 1995-96 



IBM’s Telum processor, shown 
here in its wafer state, contains 
eight (8) cores clocked at over 
5 gigahertz. And crucially, each 
core has its own  
32-megabyte level 2 cache.  
Delivering on the promise of 
this innovation—at a system-
wide scale—was one of the key 
challenges for IBM’s new z16 
mainframe.  
SOURCE: IBM 
 



W 654 Unique  
Vulnerabilities 
by Vendor 
for 2021 

    
  Types of Exploits out of 654 Total 
remote code execution - 232 
privilege escalation - 106 
use-after-free - 55 
command injection - 47 
memory corruption – 41 
bypassing… - 37  (…authentication - 28,  
     …a security feature - 9, …authorization - 3) 
buffer overflow – 34 
attackers execute arbitrary code - 33 
Java – 24 
Microsoft Internet Explorer – 24 
Google Chrome - 22 
crafted HTML - 16 
Microsoft Exchange Server - 14 
improper access control - 9 
improper authorization - 4 
encryption related - 4 
root access - 4 (Android 3, Linux 1) 

 

654 KNOWN EXPLOITED  
    VULNERABILITIES IN 2021 
 Known Exploited Vulnerabilities Catalog | CISA 
   

 
 

 

Microsoft  185 
Cisco 59 
Adobe 38 
Apple 28 
Google 27 
Apache 21 
Oracle 20 
VMware 14 
Citrix 8 
Mozilla 7 
SAP 6 
IBM 5 
Accellion 4 
Linux 4 

 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog


Microsoft Exchange linked to the root of the cyberattack 
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More recent, in March of 2022:

BlackCat ransomware – also known as ALPHV – is becoming one of the most active ransomware groups currently, to the extent that the FBI has released an alert about it, warning how the group has compromised at least 60 victims around the world. While BlackCat has a reputation for running a sophisticated ransomware operation, it was a simple technique that allowed malicious cyber criminals to gain initial access to the network – exploiting an SQL injection vulnerability in an internet-exposed unpatched and end-of-life SonicWall SRA appliance. 
A security patch has been available to fix the vulnerability since 2019, but it hadn't been applied in this case, providing cyber criminals with an easy entry point into the network.  
From there, the attackers were able to gain access to usernames and passwords, using them to gain access to ESXi servers, where the ransomware payload was ultimately deployed.  
BlackCat deploys several techniques not used by other ransomware groups designed to make attacks successful. For starters, the ransomware is written in the Rust programming language, which is unusual for malware and makes it more difficult to detect and examine. 
The ransomware also uses a unique binary for each victim, based around information found in the target environment. The unique binary makes it more difficult to identify attacks as the code used in each campaign will be slightly different.  
"A unique binary that is not general for each victim makes the detection harder," Daniel dos Santos, head of security research at Forescout, told ZDNet.




For the last 20+ years… 



Where are you going? 

• Zero trust (ZT) – evolving set of cybersecurity paradigms that 
move defenses from static, network-based perimeters to 
focus on users, assets, and resources. (source: NIST) 
 

• The cyber attack surface has expanded due to the shift to 
working remotely, dependency on multiple clouds and 
services, the explosive growth of IoT devices, stolen 
cyberdefense software, and massive vulnerabilities 
from iOS and Android.  
 

• Zero Trust is not a single product, solution, or tool, it’s a 
model or framework for improving cybersecurity by 
combining principles, policies, products, and practices to 
provide tighter and more extensive end-to-end access 
controls and visibility into network activity. 
 



•   
NIST Zero Trust Architecture 

Zero Trust Architecture  
Core Components 

           Enterprise Resources 

Subject / Asset 

Functional Components 

Security Analytics 

Endpoint Security 

Data Security 

Identity & Access 
Management 

Policy Enforcement 
Point(s) 

Policy Engine (s) 

Policy Administrator(s) 

Presenter Notes
Presentation Notes
ZTNA as defined by Gartner:
 
Zero trust network access (ZTNA) is a product or service that creates an identity- and context-based, logical access boundary around an application or set of applications. The applications are hidden from discovery, and access is restricted via a trust broker to a set of named entities. The broker verifies the identity, context and policy adherence of the specified participants before allowing access and prohibits lateral movement elsewhere in the network. This removes application assets from public visibility and significantly reduces the surface area for attack.




Trust Algorithm Input 
• Zero Trust allows access 

control to be managed for 
each user, device, 
application, and service. 

• Each entity has its own 
secure perimeter. No more 
vulnerabilities from the old 
mindset of implicitly trusting 
something already on the 
network. To ensure security, 
every user, device or system 
must  be verified at each 
network access point.  

• Once operational you must 
continuously remain vigilant 
monitoring for suspicious 
activity.  Enforce access 
authentication for anything 
and everyone, and log and 
monitor all network activity. 
 



Resource Portal Model 

Gateway Enclave Model 

Device-Agent Gateway Model 





Advantages 
of ZTNA 
over VPN 

“Trust nothing, verify everything” 

Device Health   

Works Anywhere  

More Transparent   

Better Visibility 

Easier Administration 

Presenter Notes
Presentation Notes
“Trust nothing, verify everything” provides significantly better security and micro-segmentation by effectively treating each user and device like their own perimeter and constantly assessing and verifying identity and health to obtain access to corporate applications and data. Users only have access to applications and data  defined explicitly by their policies, reducing lateral movement and the risks that come with it. 
Device Health – ZTNA integrates device compliance and health into access policies, giving you the option  to exclude non-compliant, infected, or compromised systems from accessing corporate applications  and data and eliminating an important threat vector and reducing risk of data theft or leakage. 
Works Anywhere – ZTNA is network agnostic, able to function equally well and securely from any network  be it home, hotel, café, or office. Connection management is secure and transparent regardless of where  the user and device are located, making it a seamless experience no matter where the user is working. 
More Transparent – ZTNA provides a frictionless, seamless end user experience by automatically  establishes secure connections on demand behind the scenes as they are needed. Most users won’t even be aware of the ZTNA solution that is helping protect their data.  
Better Visibility – ZTNA can offer increased visibility into application activity that can be important  for monitoring application status, capacity planning, and licensing management and auditing. 
Easier Administration - ZTNA solutions are often much leaner, cleaner, and therefore easier to deploy  and manage. They can also be more agile in quickly changing environments with users coming and going - making day-to-day administration a quick and painless task and not a full-time job.�




Buyers 
Guide:  
What to look 
for in a ZTNA 
solution 

Cloud-delivered,  
cloud-managed  

Integration with your other 
cybersecurity solutions 

Excellent user and 
management experience 

Presenter Notes
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Wider scope – cybersecurity –  Want to boost your cybersecurity? Here are 10 steps to improve your defences now | ZDNet

And as the conflict continues, firms far from that geography have been urged to check their security posture. As NCSC CEO Lindy Cameron commented just a few days ago, "Cyberattacks do not respect geographic boundaries", warning that these incidents have international consequences – intentional or not. 
The NCSC has urged organisations to take action to secure their networks. And there are steps that can be taken – some of which are relatively simple – that can increase resilience against cyberattacks. 
1. Apply patches and security updates 
Applying patches and security updates to operating systems and software is the best way to close vulnerabilities in networks. Many cyberattacks actively look to exploit unpatched software as an easy backdoor into networks. Devices and software with known security vulnerabilities should be patched immediately. 
2. Use strong passwords  
A common way for cyber attackers to breach networks is to simply guess usernames and passwords – particularly if the organisation uses cloud services such as Microsoft Office 365 or Google Workspace. Users should be urged not to use common, easy-to-guess passwords and instead use a password manager. Any devices on the network with default passwords should be changed. 
3. Use multi-factor authentication 
Multi-factor authentication (MFA) provides an additional barrier to cyberattacks and should be applied to all users. The benefit of multi-factor authentication is that, even if a username and password has been stolen or correctly guessed, it's still very difficult for attackers to access the account. If MFA is correctly configured, the user will be alerted to any attempts to log in to their account – and if they are alerted to an attempt to access an account and it wasn't them, they should be encouraged to report it to the information security team. 
4. Teach phishing awareness 
Many cyberattacks start with phishing emails and staff should be trained in how to identify some of the most common techniques cyber attackers use, as well as how to report phishing emails for further investigation. Some phishing attacks are more sophisticated and harder to identify, but even in those cases, if a user thinks they've fallen victim to a phishing attack, they should be encouraged to come forward – without repercussions – in order to help identify and detect the attack to remove the intruders and secure accounts. 
5. Use antivirus software and ensure that it works 
ZDNET RECOMMENDS
The best antivirus software and apps
A roundup of the best software and apps for Windows and Mac computers, as well as iOS and Android devices, to keep yourself safe from malware and viruses.
Read More
Antivirus software and firewalls can help to detect suspicious links, malware and other threats distributed by cyberattacks and they should be installed on every device. Like other software, it's important to confirm that antivirus software is up to date with the latest updates and that it's active and working correctly. 
6. Know your network
You can't defend your network if you don't know what's on it, so information security teams should actively be able to identify all devices and users on the network – as well as being able to detect potentially suspicious activity. If a device or user account is acting unusually by accessing files they don't need for their job or moving to parts of the network that are irrelevant to them, it could be an indication that their account has been compromised by cyber criminals attempting to plant malware. Keep logging activity for at least month, so older activity can be traced to identify how a breach happened. 
7. Backup your network – and regularly test backups 
Backups are a vital component to ensuring cyber resilience and they can play a big role in minimizing disruption in the event of a cyberattack, particularly ransomware or wiper malware. Backups should be made at regular intervals, a copy of the backups should be stored offline and they should be regularly tested to make sure they work. 
8. Be mindful of third-party access to your network and supply chains 
Managing IT networks can be complex and that sometimes requires organisations to bring in outside help, providing non-regular users with high-level access. Organisations should have a comprehensive grasp on what access outside users can have and be mindful of removing security controls. 
Any access that's no longer required should be removed. Organisations should also attempt to understand the security practices of businesses in their supply chain – it's possible that if one of those organisations is breached, their network could be used as a gateway to the larger target. 
9. Have an incident response plan 
ZDNET RECOMMENDS
The best cyber insurance
The cyber insurance industry is likely to go mainstream and is a simple cost of doing business. Here are a few options to consider.
Read More
Even if organisations have followed all of the relevant advice, they should still draw up a plan of how to react in the event of a cyberattack. For example, if the network is down, how will they communicate a response? Thinking about different scenarios, as plannning ahead and running training exercises can reduce the impact of a successful cyberattack. 
"Organisations should recognise the risk that cyber presents to their operations and ensure that they have strong cyber resilience and an ability to detect, respond and remediate threats, and make sure plans are in place to counter any disruptive attacks," says Stuart McKenzie, SVP of consulting at Mandiant. 
10. Brief the wider organisation about cyber threats 
It's the job of information security to know about cyberattacks and how to deal with them, but outside the cybersecurity team, it's unlikely to be common knowledge. Staff from the boardroom to the shopfloor should be aware of the importance of cybersecurity and be made aware of how to report suspected security events. In order for a business to be secure, it's crucial  everyone plays a part. 

�



How to Gain an Edge 
Eliminate your operational  technology (OT) and IoT attack surface!    

 
 
 
 
 
 
 
 
 
 
 
 

Onclavenetworks.com 
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Market Segments
The IoT ecosystem, comprising a vast number of data gathering and data crunching devices, will impact a very broad range of market segments, including but not limited to the following:
Industrial (utility Smart Meters, equipment wear-out sensing, manufacturing control, climate control)
Consumer (smart home control including lighting, security and comfort, product ordering, energy use optimization, home maintenance)
Retail (tracking, inventory, focused marketing)
Medical (implanted and wearable devices, remote patient monitoring [telehealth])
Automotive (parking and traffic flow, smart key entry, location, anti-theft)
Environmental (endangered species tracking, weather prediction, resource management)
Military (resource allocation, threat analysis, troop monitoring)
Agriculture (crop management, soil analysis)
In an IoT world, there will be many new interconnected devices that incorporate sensors, data processors and the wireless communications capability needed to transfer information to and from other devices. For example, in preventive and curative telehealth applications an implanted or wearable sensor-equipped IoT device can monitor a patient and, if a problem is detected, alert a physician, who can then decide what corrective action to take, including remotely administering medication to the patient. Going a step further, pre-determined guidelines might even result in remote medicating without any human interaction. Along with the multitude of completely new devices, some existing device designs will have variants updated with wireless capability to allow them to operate in an “IoT universe.”
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• Took a Typical, Vulnerable, Co-mingled Network Environment, from this… 
SuccessfulTest @ DoD’s National Cyber Range (NCR) 

(OT/ICS Segments) 
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Presentation Notes
Onclave’s Secure Blockchain has unique efficiencies made possible by intellectual property filed under pending patents. Based on IP they ensure that every “Trust Key Identifier” created when the devices register themselves on the Blockchain is unique.  This enables Onclave to archive parts of the blockchain when the number of blocks causes a performance impact. 
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NCR Architecture Transformed in Hours… 
• Reduced Attack Surface, Segmented with Secure Remote Access –  
• Eliminating Breaches,  
• Overhead,  
• and Costs 
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JADC2 is a warfighting necessity to keep pace with the volume and complexity of data in modern warfare and to defeat adversaries decisively. JADC2 enables the Joint Force to "sense," "make sense," and "act" on information across the battle-space quickly using automation, artificial intelligence (AI), predictive analytics, and machine learning to deliver informed solutions via a resilient and robust network environment.  ��"We must maintain continued focus and momentum on these initiatives and programs which enhance Department capabilities to face current and future threats," said Deputy Secretary Hicks. "Command and Control in an increasingly information-focused warfighting environment have never been more critical. JADC2 will enable the DoD to act at the speed of relevance to improve U.S. national security. JADC2 is delivering capabilities beginning now, and it will continue to be funded in the coming years."��The DSD chartered JADC2 Cross-Functional Team (CFT) will oversee the execution of the JADC2 Strategy, initially announced in June 2021, and the Implementation Plan. While the JADC2 Strategy provides a vision and an approach for identifying, organizing, and delivering improved Joint Force C2 capabilities – the Implementation Plan outlines how the Department will accomplish this. An unclassified summary of the JADC2 Strategy is available here.��"This step represents irreversible momentum toward implementing the JADC2 Strategy and concepts the Department announced earlier this year," said Gen. Mark Milley, Chairman of the Joint Chiefs of Staff. "This is about dramatically increasing the speed of information sharing and decision making in a contested environment to ensure we can quickly bring to bear all our capabilities to address specific threats."   ��JADC2 is the Department's way ahead. The JADC2 Implementation Plan, while classified, can be described as the document which details the plans of actions, milestones, and resourcing requirements. It identifies the organizations responsible for delivering JADC2 capabilities. The plan drives the Department's investment in accelerating the decision cycle, closing operational gaps, and improving the resiliency of C2 systems. It will better integrate conventional and nuclear C2 processes and procedures and enhance interoperability and information-sharing with our mission partners. 



…the speed of relevance.. 



Survival Tips 

Zero Trust has achieved  
 Bandwagon status.  

 

Beware of: 
• The Chaos Theory Trap 

• Predicting Complexity  
• Don’t Assume shared definitions 

• Management by Magazine 
• Project Launch Publicity  
• Surveys 

• The Fruit Loops Syndrome 

 



Appendix: Acronyms 
• API - Application Programming Interface  
• BYOD - Bring Your Own Device  
• CDM - Continuous Diagnostics and Mitigation  
• DHS - Department of Homeland Security  
• DNI  - Department of National Intelligence 
• DoS - Denial of Service  
• NGFW -  Next Generation Firewall 
• G2B - Government to Business (private industry)  
• G2G - Government to Government 
• NIST - National Institute of Standards  & Technology  
• NPE - Non-Person Entity 
• OT – Operational Technology  
• PA - Policy Administrator  
• PDP - Policy Decision Point  
• PE - Policy Engine  

• PLC- Programmable Logic Controller 
• PEP - Policy Enforcement Point  
• PKI - Public Key Infrastructure  
• RMF - NIST Risk Management Framework  
• SASE – Secure Access Service Edge 
• SCADA – Supervisory Control and Data Acquisition 
• SDN - Software Defined Network  
• SDWAN - Software Defined Wide Area Network 
• SDP - Software Defined Perimeter  
• SIEM - Security Information and Event Monitoring  
• TIC - Trusted Internet Connections  
• TLA – Three Letter Acronym 
• VPN - Virtual Private Network  
• ZT - Zero Trust or Zero Touch 
• ZTA - Zero Trust Architecture 
• ZTNA - Zero Trust Network Access 



Presenter - Bill Carico 
 

Founder ACTScorp.com 
(1981 – Present) 
  over 1800 clients 
  X4 Internet 
  X4 Coalition 
  X4edu.com (Mastering IT series) 
  Injusticeproject.org 
email:  bill@x4.com 
Special thanks to Bill Alderson and his wife Kim for their 

friendship, their service to our nation, and their dedication to 
strengthening our cyber defenses. 

 
Legal Notice: Names of companies and products used herein are trademarks or registered trademarks of their respective holder. 
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